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Tkachenko M. A. Formation of an Approach to the Risk Management of IT Project

The article is concerned with the formation of an approach to the risk management of IT project, which would combine the advantages of the concept of front-
end management with the common risk-management tools. On analyzing the current status of research in the field of the risk management of IT project, it
was found that using advantages of the concept of front-end management requires to develop an adaptive mechanism for both information processing and
decision-making. In this regard, an approach, which is based on adaptive model of the risk management of IT project, has been proposed. The model involves
using information from the knowledge base, which is being updated in line with changes in the project. Also, in order to identify causal relations between
interactions of elements of the project environment and the success of its implementation, as well as to analyze the current status of the project, a block

diagram of the project risks has been designed. The designed diagram can be used within the concept of front-end management.
Keywords: risk management, IT project, front-end management, adaptive model, knowledge base, block diagram of risks.
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TkaveHko M. A. ®opmysaHHA nidxody 0o ynpaeniHHA pusukamu
IT-npoekmy
Memoto cmammi € hopmysarHs nidxody 0o ynpasniHHa pusuxkamu IT-npo-
eKkmy, aKuli NoeOHye nepesazu KoHyenuii byghepHo20 ynpasniHHA i3 302as16-
HoOMpUlHAMUM iHCMpPYMeHMapiem pu3uK-meHedxmeHmy. 3a pesyasmama-
MU QHAAI3Y Cy4acH020 cmaHy 00CniOXeHb y chepi yrpassmiHHA pusukamu

IT-npoekmy 6yn0 8cmaHo8/EHO, WO BUKOPUCMAHHA Mepesde KOHUenyji

byghepHo20 ynpaeniHHa nompebye po3pobeHHs adanMueHo20 MeXaHismy
06pobeHHs iHpopmauii ma npuliHAMmMA piweHs. Y 38’33ky 3 yum byno 3a-
MPONOHOBAHO NiOXi0, AKuli r'pyHMyeMbCa Ha adanmueHili Modeni yrpaenit-

Ha pusukamu IT-npoekmy. Modens nepedbayae suKopucmarHa iHgpopmayji

3 003U 3HAHb, AKA OHOB/MEMbCA Bi0N0BIOHO 00 3MiH Y MPoeKmi. TaKoxH,
3 MEmoto 8UAB/EHHS MPUYUHHO-HACAIOKOBUX 36'A3Ki8 MiX 830EMODiEr0 ene-
MeHmig cepedosuLya mpoekmy ma ycniwHicmio lio20 8UKOHAHHS, 0 MAKOM( 3
MeMoto aHai3y MOMOYH020 CMaHy Mpoekmy, 6yn0 po3pobaeHo cmpykmyp-
Hy cxemy pu3uKkie npoexkmy. Po3pobsieHa cxeMa MOde 8UKOPUCMOBY8aMUCS
8 Mexax KoHuenyii byepHoz0 ynpasiHHA.

Kntouosi cnoea: ynpaeninHa pusukamu, IT-npoexkm, bygepHe ynpasniks,
adanmugHa modens, 6a3a 3HaHb, CMPYKMYPHA CXeMa PU3UKI6.
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ne of the crucial success factors of any project is its
fulfilment within the shortest possible terms. This
has always been especially relevant for information
technology projects. Considering rapid qualitative and quan-
titate development of hardware and software, competitive-
ness of an IT project may be substantially affected by the time
of a product release. Delays during the implementation of the
project may result in reduction of an economic effect from
embedding the software or bringing the product to market.
Fulfilling the project on time depends primarily on
effective planning of tasks and risk management. Nowa-
days project managers widely use such traditional planning
methods as Program (Project) Evaluation and Review Tech-
nique (PERT) and Critical Path Method (CPM). However,
recently, these methods have been noticeably criticized con-
cerning limitations of their use and in respect to emergence

BIBHECIHOOPM N2 32016

www.business-inform.net

Y/IK 330.46:519.866
TkaveHKo H. A. ®opmuposaHue nodxoda K ynpaesneHuto puckamu
UT-npoekma

Llenbto cmamou sensemcs opmuposaHue nodxo0a K ynpasneHuro puckamu
UT-npoekma, Komopblli codemaem npeumywecmea KoHyenyuu bypepHozo
ynpaeneHus ¢ 06UenpUHAMbIM UHCMPYMeHMapuem puck-meHedHMeHma.
Mo pesynbmamam aHAU3A COBPEMEHHO20 COCMOAHUA uccaedosaHull 6
o6nacmu ynpaenexus puckamu UT-npoekma Bbiao ycmarHoseHo, Ymo uc-
110/16308aHUE MPEUMyLeCM8 KoHuenyuu 6ygepHozo ynpasneHus mpebyem
pa3pabomku adanmueHo20 MexaHuU3Ma 06pabomKu UHPOPMAYUU U MPUHA-
mus peweHul. B ces3u ¢ amum 6bin npednoxeH nooxod, 0CHOBAHHLIL Ha
adanmueHoli modenu ynpasneHus puckamu UT-npoekma. Modens npedy-
cmMampueaem UCnosb308aHue UHPOPMayuu u3 6asbl 3HaHull, Komopas 06-
HOB/15eMcA 8 COOMBEMCMBUU ¢ U3MeHeHUAMU 8 npoekme. Takxe, C yenblo
8blABMEHUA MPUYUHHO-CedcmBeHHbIX ceAsell mMexdy e3aumodelicmeuem
31eMeHmog cpedbl MPOeKMa U YCnewHoCmoko e20 8bIMOHEHUS, a MaKHe
C Yenblo aHanAU3a Mekywezao cocmosHus npoekma, Bbina paspabomara
CMPyKMYpPHAsA CXema puckos8 npoekma. PaspabomaxHas cxema mMoxem uc-
110/163080MbCA 8 PAMKAX KOHUENYuU bygepHo20 yrnpasaeHus.
Knioveabie cnoea: yrnpaesneHue puckamu, UT-npoexkm, BygepHoe ynpasse-
Hue, adanmueHas Mmodenb, 6a3a 3HaHUll, CMpyKMyPHAA CXeMa PUcKoe.
Puc.: 3. bubn.: 16.
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of new methods of drawing up a schedule and tracking
progress of the project. The criticism is based on the statis-
tics of projects that failed to meet their due dates [1]. Here-
with, the new methods suggest approaches to increasing the
probability of their successful implementation.

Among the latter, Critical Chain Method (CCM)
should be marked out. The latest version of the Guide to the
Project Management Body of Knowledge (PMBOK) [2] de-
fines CCM along with CPM as one of the most well-known
project planning methods disregarding a comparatively
short term of existence. Critical Chain Method as opposed
to Critical Path Method considers resource constraints and,
according to its advocates, provides capability to effectively
use positive deviations (early tasks completion) in the proj-
ect. At the same time, CCM is strongly criticized for over-
simplification and weak scientific justification.
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It should be mentioned that the use of either method
can directly affect project risk management processes, es-
pecially concerning risks related to meeting due dates. The
tools and priorities of project risk management may depend
on the chosen project planning method. This situation con-
ditions further search for directions of improving approach-
es to IT project risk management.

Formalized methods of tracing and managing the
project’s progress were developed at the beginning of the
XX century and have been widely used since then. Gantt’s
chart developed in 1910 was the first method of this kind.
Later, at the end of 1950’s, DuPont corporation developed
CCM and almost at the same time PERT got well-known.
Some time after, at the beginning of 1960’s Monte Carlo
statistical modelling was applied to PERT. In 1997 Eliyahu
Goldratt proposed a new approach to project scheduling
management in his book “The critical chain” [3].

he method is based on criticism, rethinking of con-

straints and directions of eliminating the disadvan-

tages of Critical Path Method. According to CPM,
the tasks on the critical path (critical tasks), have zero com-
pletion time reserves and, in case the duration of these tasks
changes, the due dates of the project change as well. In this
connection, the critical tasks require careful control during
the execution of the project, in particular, timely identifica-
tion of problems and risks. At the same time, notwithstand-
ing the advantages of the method in terms of identification
of priorities in the project, the results of the publications
analysis [4-7] testify to the presence of the following prob-
lems, connected with the use of CPM:

1) CPM doesn’t consider resource constraints, which
leads to multitasking in the project. Planning the project
within CPM may cause a situation, when one resource (em-
ployee) is assigned to execution of several tasks simultane-
ously. Under such circumstances, schedule overruns are
quite probable.

2) CPM encourages the “inflation” of the schedule.
When drawing up the schedule and carrying out control
over the project, traditional project planning models are
based on tasks comprising time reserves and having clearly
defined due dates. In this connection, the performers may
attempt to take into account all factors of uncertainty plan-
ning the tasks’ durations. According to CPM critics, clearly
determined dates and time reserves may result in occur-
rence of negative behaviour of performers in the project.

3) CPM gives the participants a false sense of certain-
ty about successful fulfilment of the project. Under condi-
tions of high uncertainty (which is particularly relevant for
IT projects), estimates of organizations using CPM based
on thorough task planning and risk analysis may turn out to
be inadequate.

4) CPM increases amounts of work-in-progress. Tra-
ditionally project planning is based on the assumption that
all the tasks should start as soon as possible. A mode like
this, on the one hand, gives the performers more time for
executing the tasks. On the other hand, this may increase
amounts of work-in-progress and, respectively, the level of
resources load as well as result in negative features of the
performers’ behaviour.

256

According to PMBOK, Critical Chain Method is
“a schedule method that allows the project team to place
buffers on any project schedule path to account for limited
resources and project uncertainties” [2]. Within CCM, the
longest sequence of tasks in the project with consideration
for their interconnection is identified. A critical chain is
conventionally regarded as the longest chain of works taking
into account the sequence of tasks and resource constraints.
A chain like this confines the overall project’s duration and
may be considered as a system constraint. If availability of
resources is not a constraint, the critical chain corresponds
with the critical path as a particular case.

In order to minimize the impact of uncertainty fac-
tors on the project and inefficient use of time reserves, within
CCM, itis proposed to reduce the tasks duration estimates and
exclude time reserves from them. After that, there performed
the aggregation of the time reserves in the form of a buffer,
which should ensure that the tasks are completed on time and
eliminate inefficient use of safety time caused by multitasking
and negative aspects of the performers’ behaviour.

is buffer management. Within CCM, buffers are used

not only to protect the due dates, they also provide an
assessment of the state of the project’s implementation. If
the tasks take more time than scheduled, the buffer is con-
sumed. In case the task is finished early, the buffer is re-
plenished respectively. Thus, the data concerning the buffer
consumption related to the level of the critical chain tasks
completion can be used to identify risks and take measures.
The buffer consumption is visualized with a corresponding
diagram (Fig. I).

The diagram is conventionally divided into three
zones: the green, yellow and red one. If the buffer penetra-
tion trend is in the green zone, this means that deviations
occur within the statistical error and taking measures con-
cerning their elimination is unnecessary. If the trend gets to
the yellow zone, this is a signal for preparing a plan of actions
regarding elimination of the deviations. In case the trend line
gets to the red zone, taking measures is necessary.

The tasks at the execution of which the trend gets to
the red zone are of the highest priority. Thresholds corre-
sponding to the boundaries of the mentioned zones are used
to identify the expediency of taking measures concerning
mitigation of risks’ impact. Moreover, when drawing up a
risk response plan, buffer management can provide input
data to determine the nature of such response.

As a whole, CCM suggests numerous ways of solving
problems inherent to traditional project planning. However,
nowadays, in scientific and practical circles there is lack of
consensus regarding the assumptions comprising the meth-
od. The publication analysis [9-11] testifies to the presence
of a series of unsolved problems related to the use of Critical
Chain Method.

1) While the introduction of buffers is regarded in
whole as a positive step, nowadays there is no scientific base
to determine the buffer size. At the same time, there also arise
questions concerning the use of the buffer penetration indi-
cator within the buffer management concept considering that
the priority of the task may be affected by different factors.

In terms of risk management, the key process of CCM
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Fig. 1. Buffer penetration diagram [8]

2) It is a problematic issue not only in terms of the jus-
tification of time percentage extracted to the buffer, but also
concerning individual estimates of task duration made by
performers. The process of estimating the duration of tasks
is problematic because the performers’ estimates may vary
depending on personal qualities, work experience, load, lev-
el of performers’ involvement in the process of estimation
and other factors.

3) For a certain number of tasks along with the in-
crease of quantity of the successive relations, the likelihood
of occurrence of delays increases. Thus, along with the in-
crease of the number of interconnected tasks, the buffer
size also increases, which may result in the violation of the
project’s due dates.

he latest publications related to CCM are mainly

dedicated to development of the empirical base

for comparative analysis of traditional and new ap-
proaches to project planning as well as to improvement of
project buffer formation methods. Thus, based on the re-
sults of the research [12], it was identified that CCM is more
appropriate compared to PERT in terms of a project plan
reliability. In the article [13], the project buffer formation
approach considering such parameters as novelty of tasks,
complexity, novelty of resources, availability and reliability
of resources based on the project’s activities is proposed. In
the scientific paper [14] it is suggested to determine the size
of buffer on the basis of methods of fuzzy logic.

At the same time, less attention is paid to the buffer
management concept that can be used as a component of
project risk management tools. Taking advantages of the
buffer management concept for effective project risk man-
agement requires developing an adaptive mechanism of
data processing as well as decision-making criteria. In ad-
dition, within the practical use of provisions of the concept,
integrating buffer management with the risk management
domain according to common standards is relevant.

The aim of this article is forming an approach to IT
project risk management, which combines advantages of
the buffer management concept and conventional risk man-
agement tools.
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ue to their intangible results and using rapidly

changing technologies, IT projects are character-

ized by a high level of uncertainty concerning due
dates. The basic difference between CPM and CCM is that
CPM envisages consideration of all uncertainty factors in
the estimates of tasks’ duration while, within CCM, it is pro-
posed to extract an equal percentage of time from the dura-
tion estimates to form the project buffer for compensating
the consequences of uncertainty.

Occurrence of deviations when using CPM may con-
dition the necessity to reschedule and cause the violation
of the project’s due dates. However, when using CCM, it
is quite probable that the formed buffer will not last to ab-
sorb the deviations, which also may cause the violation of
the project’s due dates. To address the issue of uncertainty
in both cases alternatives abstracting either from possible
changes during the project implementation (CPM) or from
opportunities to forecast task durations accurately (CCM)
are proposed. At the same time, uncertainty remains at the
planning level or is estimated quite roughly.

If we regard uncertainty according to the provisions
of the international standard ISO 31000:2009, it can be de-
fined as a “state of deficiency of information related to un-
derstanding or knowledge of an event, its consequence, or
likelihood” [15]. In this respect, reducing the level of uncer-
tainty is directly connected with the availability of knowl-
edge of the project and its components. Thus, knowledge of
the expected duration of one or other task, experience of the
performer, internal and external factors, which may affect
the duration of work etc., can increase the accuracy of esti-
mating the time for execution of the tasks as well as facilitate
developing adequate measures to respond occurrence of de-
viations. Thereby, the level of uncertainty is reduced due to
gradual risk investigation.

In order to investigate risk in terms of its analysis and
development of counter risk measures, it is proposed to use
the structural scheme of project risks (Fig. 2).

According to the scheme adduced in Fig. 2, risk sourc-
es are specific elements of project environment Ei (the proj-
ect team, contractors, customers, technological provision,
current legislation, government regulatory policy, etc.). The
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Fig. 2. Structural scheme of project risks [16]

interaction of the elements forms project implementation
conditions expressed by specific circumstances C,. Within
the project environment, specific events becoming apparent
by changes in current conditions (C; — C;’) or emergence
of new ones (C;, ;) occur. Any event may have consequences
that will affect achieving the project’s objectives (O)) either
positively or negatively. Risk is, according to the scheme, the
effect of uncertainty on objectives, expressed by a subjec-
tive estimate of specific events occurrence probability and
consequences.

The proposed scheme allows identifying cause and
effect relations between the interactions of project environ-
ment elements and the successfulness of project implemen-
tation. Moreover, in order to analyze the current state of
project execution, the scheme can be used within the buffer
management concept. The lowest level of risks, namely, initial
circumstances of project implementation (C,), under which
deviations take place within natural boundaries, should cor-
respond to the “green” diagram zone. Under such conditions,
intervening in the course of the project is inexpedient.

The buffer penetration trend may transfer to the “yel-
low” zone in case circumstances negatively affecting the
project’s objectives occur or change. At the same time, the
condition of realization of risks corresponding to the afore-
mentioned circumstances is the one not directly threaten-
ing the project’s objectives but requiring planning measures
concerning their elimination. This is particularly relevant
closer to the project completion when the buffer is prob-
lematically replenished with time from tasks finished before
the due time.

The penetration trend falling into the red zone means
that there is negative impact of the circumstances on the
project’s due dates which can’t be compensated by continu-
ing the implementation of the project according to the cur-
rent plan. A situation like this testifies to the fact that the
risk not eliminated on the “yellow” level requires taking
measures.

258

orresponding the buffer management and structural

scheme of risks contributes to better understand-

ing of processes as well as cause and effect relations,
probability and consequences of events in the project. At
the same time, the issue of establishing thresholds for the
trend’s transition from one zone to another and possibility
of extracting a larger number of zones remains problematic.
We propose to address this issue by measuring the impact
of deviations on the project’s objectives using information
available in the knowledge base. The effective use of know-
ledge substantially depends on its organization. According
to this, it is proposed to use the adaptive IT project risk
management model (Fig. 3).

According to the scheme adduced in Figure 3, the
members of the project fill the knowledge base and utilize
information about the nature of tasks and their place in the
project to analyze risks and develop counter risk measures.
While implementing the project on the basis of information
comprising data concerning the deviations of project im-
plementation indices (amounts of performed work, terms,
costs etc.) from the planned level, the project team makes
decisions concerning the expediency of taking counter risk
measures. In case the measures are taken, their effectiveness
can be tracked during the monitoring of risks and, if neces-
sary, extra measures may be taken.

Determining the laws of distribution of tasks’ dura-
tion, revealing the reasons of delays (both external and ex-
ternal), classifying risk sources and assessing their impact
on the successfulness of the project can contribute to im-
provement of effectiveness of counter risk measures. At the
same time, the main advantage of the model is updating the
knowledge base constantly, which allows reducing the level
of uncertainty in the project.

In our opinion, it is expedient to identify the possi-
bilities of applying the proposed approached to the activities
of Ukrainian IT organizations considering the nature of the
project (technologies used, the novelty of tasks, expected
results) and the level of the organization’s maturity (effec-
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Fig. 3. Adaptive IT project risk management model

Source: designed by the author.

tiveness of management processes). This, in turn, requires
developing a comprehensive classification by numerous
characteristics as well as criteria of assessing an organiza-
tion’s maturity level.

CONCLUSIONS

Nowadays, there exists a series of problems concern-
ing implementation of new project planning methods also
providing tools for risk management. In this respect, there
has been proposed the adaptive IT project risk management
model according to which project members utilize constant-
ly updated information from the knowledge base to analyze
risks and make decisions on taking counter risk measures.

In context of responding to risk occurrence and devel-
oping respective measures, it is proposed to use the struc-
ture scheme of project risks that allows discovering cause
and effect relations between the interaction of the project
environment and the project’s successfulness. Moreover, in
order to analyze the current state of the project’s implemen-
tation, the scheme can be used within the buffer manage-
ment concept.

In our opinion, it is expedient to identify the possi-
bilities of applying the proposed approach to the activities
of Ukrainian IT organizations considering the nature of the
project and the level of the organization’s maturity. This, in
turn, requires developing a comprehensive classification by
numerous characteristics as well as criteria of assessing an
organization’s maturity level. Prospects of the further re-
search lie in developing a risk indices system for the proj-
ect’s time and budget dimensions, integrating the buffer
management concept with the risk management domain
within PMBOXK, elaborating a mathematical apparatus for
the IT project risk management model as well as investigat-
ing knowledge management practices in order to organize
the project’s knowledge base. u
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