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Плескун І. В. Удосконалення методичного інструментарію  
ризик-контролю клієнтів банку в контексті реалізації ефективного 

ризик-орієнтованого підходу
У статті представлено структурно-логічну композицію результатів 
узагальнення підходів науковців до класифікації банківських ризиків. 
Обґрунтовано доцільність удосконалення ризик-орієнтованого підхо-
ду відповідно до питань запобігання та протидії корупційним ризикам 
і сучасних змін у системі фінансового моніторингу в контексті розви-
тку механізмів контролю й оцінки ризиків. Наведено фрагмент деком-
позиції процесу створення моделі ризик-контролю клієнтів у контек-
сті реалізації ризик-орієнтованого підходу, що складається з трьох 
послідовних етапів: аналізу зовнішнього та внутрішнього середовища 
ризик-контролю клієнтів суб’єктів первинного фінансового моніто-
рингу; формування та апробації карти ризиків клієнтів суб’єктів пер-
винного фінансового моніторингу; впровадження заходів контролю 
щодо клієнтів з високим рівнем ризику.
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реализации эффективного риск-ориентированного подхода
В статье представлена структурно-логическая композиция резуль-
татов обобщения подходов ученых к классификации банковских ри-
сков. Обоснована целесообразность совершенствования риск-ори-
ентированного подхода в соответствии с вопросами предотвраще-
ния и противодействия коррупционным рискам и современных изме-
нений в системе финансового мониторинга в контексте развития 
механизмов контроля и оценки рисков. Приведен фрагмент декомпо-
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The practice of banking includes a great number 
of mechanisms to manage the main types of 
risks: credit, liquidity, market and operational 

risk, including risks associated with money laundering. 
The statistics presented in reports of the State Financial 
Monitoring Service of Ukraine allow to prove that banks 
continue to underestimate their vulnerability to ML / TF 
risks, or try to manage them using traditional methods. 
The results of the analysis confirm the need to achieve 
the strategic goal – the effective identification, control 
and minimization of risks, which should be of key im-
portance in the field of combating money laundering, 
including through the implementation of comprehen-
sive preventive measures. A special role in ensuring the 
development of the economy and maintaining financial 
stability in the country is played by the banking sector. 
Banks are the most active entities in the reporting sys-
tem, they send the largest number of reports about trans-
actions subject to financial monitoring. This is evidenced 
by the general trends – during 2018, 9 871 608 million 
reports were received from banks, which is 99.02 % of the 
total number of reports.

Under modern conditions, the sphere of financial 
relations, in particular, banking, requires constant moni-
toring, taking into account the increasing influence of 
both global and internal risks.

The fundamental changes in the financial moni-
toring system include the development of the existing 
mechanisms, use of methodological tools in the aspect 
of improving the risk-based approach (RBS). It is RBA 
that is applied to REs and aimed to analyze the processes 
of risk identification and classification, which has deter-
mined the aim of the article.

The scientific publications of foreign and Ukrainian 
scientists, including P. S. Rose, J. W. Kolari [1], M. C. Turk 
[2], N. M. Vnukova [3; 4; 7], Zh. O. Andriichenko [5; 6],  
S. A. Achkasova [7; 8], O. I. Baranovskyi [9], S. B. Yegory-
chev [10], V. V. Kovalenko [11] deal with studying problem-
atic aspects associated with the risk of money laundering.

A significant contribution to the development of 
the risk assessment and risk management system for anti-
money laundering and countering the financing of terror-
ist (AML / CFT) is made by O. O. Hlushchenko, I. B. Se- 
mehen [12]. Work [7] presents the theoretical principles 
and methodological and practical recommendations for 
assessing the impact of the level of state regulation and 
supervision on the development of a risk-based AML / 
CFT system in Ukraine. In [13], the authors systematize 
practical recommendations on searching models for as-
sessment, control and effective risk management to en-
sure counteraction to money laundering. V. V. Kovalenko 
focuses on the definition of modern approaches to risk 
management in banking, analyzes new types of banking 

risks, the existence of which is associated with destabi-
lizing processes in the financial market and defines the 
main directions for improving the risk management sys-
tem in banks [14].

It is worth noting that under modern conditions 
of changing the vectors of development of the Ukrainian 
economy, it is important to realize that the variety of ap-
proaches to classification of banking risks, on the one 
hand, allows analyzing and identifying the existing types 
of risks in detail, developing new approaches and meth-
odological tools to minimize and manage them, and on 
the other – forms their multifactoriality at the stage of 
their effective management.

To date, using the theory of banking, common types 
of banking risks have been identified. Thus, in accor-
dance with the guidelines for inspection of banks “Risk 
Assessment System” [15], approved by the Resolution of 
the NBU Board dated March 15, 2004, the National Bank 
of Ukraine established nine categories of risks.

The results of generalizing the research findings of 
most Ukrainian and foreign scientists allow to formulate 
a systematic idea of the author about categories and types 
of banking risks, to prove that, first of all, they should be 
grouped according to the existing classification features, 
presented in the form of a block diagram (Fig. 1).

The data presented in the block diagram demon-
strate the author’s vision of a refined approach to group-
ing banking risks based on selected classification features.

Regulations envisage that banks are required to 
manage all types of existing risks, such as credit, liquidity, 
interest rate, market, exchange rate, operational, reputa-
tional, compliance risk, and strategic risk. Risks directly 
or indirectly affect efficiency of the entire financial man-
agement system, indirectly – through the financial moni-
toring system, they influence effectiveness of combating 
money laundering and terrorist financing in general [16].

However, despite the existing classification, in 
practice, a chain of risks arises in banking – one 
provokes another, and then they act intercon-

nectedly and interdependently, creating a complex effect 
on the overall result.

For example, operational risk – arises in the pro-
cess of carrying out various types of operations due to 
errors, carelessness or fraud of bank employees. This risk 
may arise in relation to any product or service that can be 
used for money laundering and / or terrorist financing.

In particular, in the bank, the monitoring of suspi-
cious transactions of customers may be organized inef-
fectively. As a result, untimely detection of these trans-
actions or failure of their detection can lead to untimely 
application of measures aimed at their stopping or failure 
to take such measures. In turn, some employees of the 
bank may accidentally or intentionally establish relation-
ships with suspicious customers, not taking advantage of 
the right of or not fulfilling requirements of the law on 
the refusal to open an account for customers.

Fundamental state budget theme No. 54 / 20182020 "Riskoriented 
approach  in ensuring counteraction to money laundering, terrorism 
financing and the proliferation of weapons of mass destruction".
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THE RESULTS OF GENERALIZING APPROACHES TO CLASSIFICATION
OF BANKING RISKS 
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External  Internal  

Risk type 

 ризику  

    
банку 

General:  Systemic: Speci�c:

Scale of customers’ activities  

    

 Period of the bank’s activities    

Retrospective: Current:  

 

Prospective:  

Possibility of quantitative assessment  

Quanti�able:  Unquanti�able:  

Nature of consequences  

  

Possibility of managing the banking risk   

Possibility of insurance of the risk  

Insurable  Uninsurable  

Characteristics of risk calculation methods  

By individual types of operations  Complex (general) risk of the bank 

• affecting general 
parameters of banking

• affecting a large number 
of economic entities

(the vast majority)

• affecting a specific 
market sector, 

sphere, industry

Small enterprises Medium-sized enterprises Large enterprises

• are used to perform
analysis

• allow estimating 
possible losses

• are a component 
of the development strategy

• (possible to measure):
credit, liquidity, interest rate, 

market, exchange rate, operational risks

• (impossible to measure):
reputational, compliance, strategic risks

Pure (speci�c):
• as a result of the main causes of occurrence

Speculative:
• as a probabilistic result of a negative manifestation

Degree (signi�cance) of the banking risk

Low Medium (acceptable) High

Controllable:
• can be managed

Uncontrollable:
• cannot be managed

Fig. 1. Block diagram of the results of generalizing approaches to classification of banking risks
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Shortcomings and errors in management, control 
and implementation of banking operations can provoke a 
liquidity risk. The bank is exposed to a high level of com-
pliance risk when it violates or ignores laws, rules and reg-
ulations adopted with the aim of combating money laun-
dering and terrorist financing. The compliance risk can 
provoke the operational risk in case the national legislation 
is inadequate and, as a result, there is a risk of money laun-
dering, which results in the reputational risk of the bank.

A bank that does not have an effective program 
for anti-money laundering and countering the terror-
ist financing significantly risks its business reputation. 
In turn, the reputation risk leads to a decrease in public 
confidence in the financial institution and, finally, there 
arises the liquidity risk.

These properties of risks not only enhance their 
negative long-term impact and complicate the 
forecasting but also complicate the procedures 

for developing and applying measures aimed to protect 
the bank against their negative impact.

Researchers O. O. Hlushchenko, I. B. Semehen, in 
monograph [12], present the results of their study of the 
relationship between the risk of money laundering and 
typical banking risks and note that this risk is associated 
with the operational risk, which arises from inaccurate, 
erroneous or criminal acts, errors in internal processes 
and systems, or as a result of external influence.

In the course of the research highlighted in [17], the 
authors also found that the risk of money laundering and 
terrorist financing is closely related to the operational 
risk and reliability of banks.

The opinion of O. V. Utkina is worth noticing, “de-
termining the degree of correlation of typical banking 
risks with risks of money laundering, we can see that the 
occurrence of the latter is significantly affected by opera-
tional and compliance risks” [18].

Based on the aforementioned statements of the re-
searchers, it can be concluded that typical banking risks 
are interrelated with the risk of money laundering and 
most scientists argue that the risk of money laundering is 
most closely related to the operational risk.

The concept “money laundering” (ML) should be 
considered as activities that are constantly being trans-
formed, therefore law enforcement agencies around the 
world are working to detect specific methods used by 
criminals. Countering the financing of terrorism is of 
utmost importance after the September 2001 attack in 
New York. In recent years, there has been an increase in 
terrorist organizations in almost all regions of the world.  
A continuous analysis of these phenomena is an indis-
pensable condition for the development of timely and ef-
fective countermeasures [19].

The basis for the functioning of an effective system 
for anti-money laundering and countering the financ-
ing of terrorist is the creation of a regulatory framework 
that must comply with the international standards and 
recommendations the FATF [20], an inter-governmental 
body that develops anti-money laundering policies and 

promotes their implementation, both nationally and in-
ternationally.

The increased requirements of the FATF, the World 
Bank and the International Monetary Fund are a result of 
the consolidated efforts of the world community to com-
bat money laundering, terrorist financing, and the financ-
ing of the proliferation of weapons of mass destruction. 
The penetration of criminal proceeds into business con-
stitutes a real danger for the development of economic 
activities of economic entities, results in destabilization 
of the existing financial and monetary systems, decline in 
the welfare of the population, etc.

One of the most developed in Ukraine is financial 
monitoring of banking institutions [10] since 
it is the current system of financial monitoring 

that allows predicting the emergence of factors that ad-
versely affect the stability of banks due to their vulner-
ability to ML / TF risks.

According to the Strategy for Development of the 
System for Prevention and Counteraction to Legalization 
(Laundering) of Proceeds from Crime, Terrorist Financing 
and the Financing of Proliferation of Weapons of Mass De-
struction for the period till 2020 [21], the main dimensions 
are the consistent and effective fight against corruption 
and the improvement of forms and methods of the risk-
based approach (RBA) in the field of financial monitoring.

The fundamental changes in the financial moni-
toring system include the development of mechanisms 
to improve the RBA. The existing relationship between 
the processes of laundering money, received as a result 
of corruption acts, indicates the relevance of preventing 
and combating corruption risks when applying the RBA 
in the financial monitoring system.

Article 14 of Law [22], which determines the pow-
ers of bodies of state financial monitoring, envisages their 
obligation to exercise supervision of activities of the rele-
vant reporting entities (REs) in the field of prevention and 
counteraction to legalization (laundering) of proceeds 
from crime, terrorist financing and the financing of pro-
liferation of weapons of mass destruction, in particular, 
by conducting scheduled and unscheduled inspections, 
including desktop inspections, in the manner established 
by the relevant body of state financial monitoring, which, 
according to Law [22], performs the functions of regula-
tion and supervision of the RE.

Bodies of state financial monitoring apply the RBA 
in the planning and conducting corresponding inspections.

The list of REs included in the audit plan is com-
piled by bodies of state financial monitoring, based on 
the RBA and with regard to the results of their assess-
ment of REs’ vulnerability to ML / TF risks.

The procedures (criteria) for assessing the risks of 
using REs for the purpose of legalization (laundering) of 
proceeds from crime, terrorist financing and the financ-
ing of proliferation of weapons of mass destruction, de-
veloped by each body of state financial monitoring for its 
subordinate REs, take into account the features of these 
REs and are somewhat different.
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According to the National Risk Assessment of 
Prevention and Counteraction to Legalization 
(Laundering) of Proceeds from Crime, Terrorist 

Financing and the Financing of Proliferation of Weap-
ons of Mass Destruction 2016 [23], in Ukraine, for an 
effective risk management, it is proposed: carrying out 
periodic sectoral assessment by bodies of state financial 
monitoring of REs’ vulnerability to ML / TF risks; using 
the results of sectoral risk assessment when planning in-
spections of REs for their compliance with the legislation 
in the field of AML / CFT; developing and adopting by 
the Ministry of Economic Development and Trade the 
regulatory act required for the adoption of the RBA to 
implement the supervision in the field of AML / CFT [7].

For functional modeling of a specific economic 
process IDEF0 is used. In the presented model, the au-
thor’s contribution is to visualize its main elements 
through a set of actions, in the process of constructing 
the model they transform into separate blocks according 
to the principle of functional decomposition of systems 
(breaking the system into fragments). The decomposition 
of the model results in the creation of a set of hierarchi-
cally ordered and interconnected diagrams based on four 
basic concepts: control, mechanism, input, output.

Block A0 “Decomposition of the process of creat-
ing a model for customer risk management in the context 
of RBA implementation” consists of the stages shown in 
Fig. 2.

The block “Decomposition of the process of creat-
ing a model for customer risk management in the context 
of RBA implementation” consists of 3 stages:

Stage A1 – “Analysis of the external and internal 
environment of customer risk management in the RE”.

Stage A2 – “Formation and approbation of the cus-
tomer risk map”.

Stage A3 – “Implementation of measures to control 
high-risk customers”.

As can be seen from Fig. 3, Stage 1 implies analysis 
of the external environment (globalization aspect) and 
analysis of the internal environment, namely, the nature, 
structure and complexity of the activity, the variety of op-
erations (their volumes and sizes), the specialization of 
customers, services and activities of the RE.

The next stage of the RBA application is the forma-
tion and validation of the RE’s customer risk map, which 
consists of 3 steps: identification (detection) of ML / FT 
risks to form the customer risk map (A21); structuring 
of the risks and criteria for assessing ML / FT risks (risk 
criteria) by geographical location, type of customer, type 
of goods / services) and levels of risk (A22); classifica-
tion of the RE’s customers and identification of financial 
transactions that are at risk and can be subject to internal 
financial monitoring (A23) (Fig. 4).

REs are required to apply the RBA in their activi-
ties, taking into account certain risk criteria, namely, 
those associated with the geographical location of the 
country of registration of a customer or institution, with 
its customers and the type of goods / services the RE sells 
to the client. The RBA should be proportional to the na-
ture and scale of activity of the RE.

Risk assessment is carried out in relation to cus-
tomers who are provided with financial or other 
services and / or with whom business (contrac-

tual) relations are established, taking into account the re-
quirements and recommendations for risk management 
identified and provided by the relevant bodies of state fi-
nancial monitoring, which perform the functions of state 
regulation and supervision of activities of relevant REs. 
For the first time, the level of risk is determined and fixed 
by the entity when establishing business (contractual) re-
lations with a customer [24].

The identification of ML / FT risks associated with 
the geographical location of the country of registration of 

Regulatory framework

Financial 
statements 

of the RE

RE

Resources

Analysis of the external 
and internal environment 

for customer risk 
management

A1

A2

A3

Report 
on the 
analysis Formation and 

approbation 
of the customer 

risk map

Report 
on the formation 
and approbation 

of the risk map
Implementation 

of measures to control 
high-risk customers

Recommendations 
on customer risk 

management

Fig. 2. Decomposition of the process of creating a model for customer risk management in the RE in the context  
of RBA implementation
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Fig. 3. Decomposition of the process of analyzing the external and internal environment  
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Regulatory framework

Report 
on the general 

analysis
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A22
A23
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on risk 
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(by geographical location, 

type of customers, 
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and risk levels to form 
the customer risk map

Report on the 
structuring 

of the criteria 
and levels 

of risks
Classifying the RE’s 

customers and revealing 
�nancial transactions 

at risk

Report
on the formation 
and approbation 

of the risk map

Fig. 4. Decomposition of the customer risk mapping in the RE

a customer or institution, with its customers and the type 
of goods / services, to the extent that they can be identi-
fied will allow the RE to determine and apply appropriate 
control measures to minimize these risks.

The final stage implies applying measures to con-
trol high-risk customers. The structure of this 
stage consists of 4 steps: developing measures 

to control high-risk customers, aimed at reducing the 
risk level to acceptable (A31); applying customer control 
measures (monitoring transactions, services, channels), 
increasing the frequency of reviewing business relations, 
improving the KYC procedure, increasing the systematic 
control and ensuring the completeness of data on high-
risk customers (A32); the RE’s refusal to establish / extend 
business relations (including by terminating contractual 
relationships, closing the account) or continue business 
relationships with the customers (A33); informing the 
State Financial Monitoring Service on financial transac-
tions of customers (A34). Applying appropriate control 

measures provides REs with the ability to minimize ML 
/ FT risks associated with high-risk customers. REs are 
obliged to implement the monitoring of and to report 
on suspicious activities and large transactions, to collect 
the necessary identification information on the customer 
when the specified money threshold is exceeded (Fig. 5).

It should be noted that for non-compliance with the 
requirements of regulations for financial monitoring, a 
fine is imposed. For legal entities, the maximum sanction 
applicable is the fine of up to 3000 non-taxable minimum 
incomes, for non-legal entities – up to 200 non-taxable 
minimum incomes. The maximum amount of the fine 
depends on the body of the offense. In addition, in case 
of a repeated similar violation within one year, the body 
of the state financial monitoring can restrict, suspend or 
cancel the license or other special permit for the right to 
carry out certain types of activities by the RE.

The sanctions for violation of the rules of financial 
monitoring are rather strict: a fine is always a financial 
loss, but suspension or cancellation of a license can cause 
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Fig. 5. Decomposition of the process of implementing measures to control the RE’s high-risk customers

a greater damage, which in turn will lead to the inability to 
carry out business activities. Violations of the legislation 
governing activities in the field of counteracting money 
laundering are recorded by officials of the State Financial 
Monitoring Service when supervising activities of REs, 
in particular, by conducting scheduled and unscheduled 
inspections, including field or off-site audits. Violations 
are recorded in relevant reports on REs’ audits.

The need for adopting the RBA is substantiated 
not only by requirements of international organizations, 
documents and Ukraine’s striving for European integra-
tion but also by objective facts revealed when analyzing 
the data of the national risk assessment.

CONCLUSIONS 
Based on the results of the study, the following con-

clusions were made. Developing the financial services 
market in Ukraine, maintaining its stability and reliability 
of financial institutions is a strategic task of state regula-
tion and supervision. The relevance of the study is con-
firmed by the amendments to the Draft Law of Ukraine 
“On Prevention and Counteraction to Legalization (Laun-
dering) of Proceeds from Crime, Terrorist Financing and 
the Financing of Proliferation of Weapons of Mass De-
struction” adopted in the first reading in November 2019 
[25]. The Law changes the development paradigm of 
the system of financial monitoring trough adopting the 
RBA, in particular, as regards risk assessment of REs that 
is based on analyzing a set of certain criteria and can be 
used to measure the RE’s vulnerability to ML / FT risks.

According to the Draft Law, it is the risk manage-
ment process itself, i.e., financial institutions’ taking 
measures to create and ensure the functioning of the risk 
management system, including, inter alia, identifying 
(detecting), assessing / reassessing (measuring), monitor-
ing, and controlling risks in order to minimize them, that 
changes the priorities of the financial monitoring system.

The Law increases the amount of a financial trans-
action subject to mandatory financial monitoring to 
UAH400 thousand, and decreases the number of charac-
teristic features of such transactions from 17 to 4:

 transactions performed by politically exposed 
persons and their family members;

 international transfers;
 cash transactions (cash deposit and withdrawal, 

transfer);
 transactions with banks / participants from 

countries that do not comply with the FATF rec-
ommendations.

Adopting the RBA, which is specifically aimed at 
identifying (detecting), assessing (reassessing) and un-
derstanding ML / FT risks, as well as taking appropri-
ate risk management measures in a way and volume that 
ensure effective minimization of these risks depending 
on their level [25], in the future, should be based on the 
developed conceptual, scientific and methodological rec-
ommendations for identifying (detecting), assessing / re-
assessing (measuring), and controlling risks.

Studying regulatory and organizational aspects of 
the implementation of financial investigations in the fi-
nancial monitoring system is an urgent task to be solved 
by scientists and is of scientific and practical value.

Thus, the current regulation of the RBA in the field 
of AML / CFT at the level of competent authorities 
in Ukraine is not fully effective, as it is based on the 

established and promulgated formal criteria for identify-
ing and assessing ML / FT risks. To ensure the implemen-
tation of an effective RBA, it is necessary to apply objective 
measurement of REs’ vulnerability to ML / TF risks, based 
on the processing and analysis of a large number of perfor-
mance indicators to identify ML / FT schemes.

Adopting the RBA will provide for certain advan-
tages, in particular, more efficient risk and expense mana-
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gement. This is possible due to individualized approach 
to the formation of risk criteria with regard to the level 
of detection and assessment of the risk. Accordingly, it 
will allow not to divert the resources of the system for 
anti-money laundering and countering the financing of 
terrorist to service unnecessary processes focusing only 
on the risks identified.                   
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