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The article is aimed at researching the problem of risk when substantiating decisions not only of a strategic nature, but also at the stage of short-term planning.
In this regard, the problem of risk assessment takes on an independent theoretical and applied value as an important part of the theory and practice of the
system of information security management. The next step was to review, research and analyze the system of business planning management for an economic
entity that relates to a complex IT system. One of the options for solving this issue may be the development and creation of a computer expert system of business
planning. The research results are the types and categories of business risks being analyzed, as well as the impact of IT risks in business, in particular, techniques
of business risk management are disclosed. The risk management methodologies such as CRAMM, COBIT, FRAP and OCTAVE, which are among the main and
widely used in both government and commercial organizations around the world, have also been described. The methodologies under research have both posi-
tive and negative aspects in risk management, and do not provide for the resolution of the consequences of risks that have not been minimized or prevented.
Studies have shown that as methods of economic and mathematical modeling of the solution to the task of optimizing the management of business planning
processes is proposed to use the results of works on the study and use of artificial intelligence methods, namely, technologies for the development and creation
of computer expert systems to implement information support and support managerial decisions. Prospects for further research in this direction are our pro-
posed development of an expert system as an instrumentarium of the system of business process management and support of managerial decision-making, as
well as the use of such expert systems to assess risks by business entities, which will provide them with an efficient instrumentarium of forming business plans
for the implementation of various production and commercial projects.
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Lllesuyk I. b., Cmapyx A. ., Bacbkie 0. M. TexHonoii ynpaeniHHa 6isHec-pusukamu ma excnepmHi memoou ix oyiHKu
Mema cmammi nonazae 8 docnioxeHHi npobaemu pusuky npu 0b6rpyHMyBaHHI pieHb He MinbKu cmpameziyHo20 Xapakmepy, ane i Ha cmadii Kopomko-
CMPOKOB020 NAAHYBAHHA. ¥ 368'A3KY 3 YUM Mpobrema OUiHKU pu3ukie Habysae camocmiliHe meopemuyHe | MPUKAGOHE 3HAYEHHA AK 8aXAUBA CKAAO08A
YacmuHa meopii ma npakmMuKu cucmemu ynpaeniHxa iHgopmayiliHoto benekoto. HacmynHum Kpokom 6yno po3enaHymu, docaidumu ma 3pobumu aHani3
cucmemu ynpaeniHHa bi3Hec-npoekmysaHHAM 014 20cnodaprotoyoeo cyb’ekma, Akul gidHocumbca 00 cknadHoi IT-cucmemu. OOHUM i3 8apiaHMie piweHHs
0aH020 MUMAHHA MO3Xe cmamu pPo3pobKa Ma CMBOPEHHs KoM IMepHOI ekcnepmHoi cucmemu Gi3Hec-nNaHy8aHHA. Y pe3ynbmami docnioneHHs npoaxa-
N1i308aHO 8UOU Ma Kame2opii Bi3Hec-pu3uKie, a makox enaug IT-pusukie y bi3Heci, 30kpema po3kpPUMO MexHonoaii yrpaesniHHA bisHec-pusukamu. TaKoxm
30ilicHeHo onuc MemoOuK ynpasniHHa pusukamu, makux sk CRAMM, COBIT, FRAP ma OCTAVE, kompi € 00HUMU i3 OCHOBHUX | WUPOKOBHUBAHUX AIK 8 ypAA08UX,
mak i 8 KomepuiliHux opeaHizayisx no ecbomy ceimy. JocnioxysaHi MemoouKu Maomb AK MO3UMUBHI, MAK | He2aMUBHI CMOPOHU 8 yPasAIHHI PUSUKamMU,
a makox He nepedbayaomo Po3e’A3Ky HACMIOKIB pu3uKie, AKi He 80asn0ca MiHimizysamu abo im 3anobiemu. ocaioneHHs NOKA3anU, Wo AK Memoou eKoHo-
MiKO-MamemMamu4Ho20 MOOE0BAHHA pilueHHA 300aYi onmuMi3ayii ynpagniHKa npoyecamu bi3Hec-naaHy8aHHA NPOMOHYEMbCA BUKOPUCMOBYBAMU pe3ysb-
mamu pobim no 8us4eHHIO Ma BUKOPUCMAHHIO Memodie Wmy4YHo20 iHmenekmy, a came: MexHos0zii PO3pobKU Mma CMeopeHHa KoM KoMepHUX eKCrepmHux
cucmem 0na peanisayii iHpopmayiliHozo 3abe3neyeHHs ma nidmpumku npuliHAMMA ynpasiHceKux piweHs. lepcnekmusamu nodanswux 00cnioHeHs y
0aHOMY HaMpPAMI € 3aMPONOHOBAHA HAMU PO3POBKA ekcnepmHoi cucmemu AK iHCmMpyMeHmapito cucmemu yrpaeniHHA bi3Hec-npoyecamu ma nidmMpuMKU npu-
(iHAMMS ynpasaiHCLKUX pitieHsb, G MAKoX 8UKOPUCMAHHA MAKUX eKCMEPMHUX cucmem 0718 OUIHKU PU3UKie cy6’ekmamu 20cnodapiosarHs, wio 3abesneyums
im echekmusHuli iHcmpymeHmapiti hopmysaHHs bi3Hec-nnaHie 0na peanizayii pisHux 8UpPobHUYUX | KoMepyiliHUX npoekmis.
Knroyoei cnoea: pusuk, isHec-pusuku, 6isHec-npouecu, MemoouKa, ynpassiHHA, ekcriepmui memoou.
Puc.: 13. Tabn.: 1. ®opmyn: 1. bibn.: 24.
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Llesuyk W. b., Cmapyx A. U., Bacekue O. H. TexHonozuu ynpasneHus 6u3Hec-puckamu u 3KcnepmHsie Memodbl UX OYeHKU
Llenb cmamou 3aknoyaemca 8 uccnedo8aHuu npobaembl pucka npu 060CHOBAHUU peweHuli He MosbKo Cmpame2u4ecko20 Xapakmepa, HO U HA cmaoduu
KDaMKOCPOYHO20 NAGHUPOBAHUA. B c8a3u ¢ smum npobaema oyeHKU pucKos mpuobpemaem camocmosmenbHoe meopemu4eckoe U npukaaoHoe 3HaveHue
KK 8AXCHAA COCMABHAA YaCMb MEeopUU U MPAKMUKU cucmemsl YrpasaeHus uHGopmayuoHHol 6esonacHocmeto. Credyrouum wazom bbi1o paccvompems,
uccnedosamo U coenamo GHAAU3 CUCMEMbI YnpasneHus Bu3Hec-NpoeKmuposaHuem 0aa xo3alicmsytowjezo cybbekma, Komopblli OMHOCUMCA K CAOMHOL
[T-cucmeme. OOHUM U3 8aPUAHMO8 peweHus OaHHO20 80MPOCa MoXem cmame paspabomka u co30aHue KommblomepHol IKkcrepmHol cucmemsl busHec-
NAGHUPOBAHUA. B pe3ynbmame uccnedosaHus MPOaHANU3UPOBAHbI 8UObI U Kame20puu bu3Hec-puckos, a makce enusHue MT-puckos e busHece, 8 yacm-
HOCMU PACKPbIMbI MeXHOA02UU YrpasneHus busHec-puckamu. TaKxe oCyWecmaneHo onucaHue makux MemoOuK ynpasneHus puckamu, kaxk CRAMM, COBIT,
FRAP u OCTAVE, senstouuxca 00HUMU U3 OCHOBHbIX U WUPOKO UCMO/b3YeMbIX KaK 8 MpasumesnbCmMeeHHbIX, MaK U 8 KOMMePYeCKUX 0peaHu3ayusx no ecemy
Mupy. Miccnedyemble memoduKU UMetom KaK noaoxumenbHole, MaK U 0mpuyamesbHble CMOPOHbI 8 YnpasaeHuu PUCKamu, @ make He npedycmampusarom
paspeweHue nocaedcmsuli puckos, Komopole He yoanoce MUHUMU3UPO8amMb usau npedomepamume. MccaedosaHus Moka3anu, Ymo 8 Kayecmee memodos
3KOHOMUKO-Mamemamu4ecko20 MoOenupoBaHUSA peweHus 3a0a4u ONMUMU3AYUU yrpasaeHus npoyeccamu bU3Hec-naaHupo8aHus npedaaeaemca Ucnosb-
308aMb pe3ynbmamol pabom 1o U3y4eHUro U UCMob308AHUI0 Memod08 UCKYCCMBEeHHO20 UHMEeKMa, a UMEHHO: MexXHO/02UU Pa3pabomku u co30aHuA
KOMMbIOMepPHbIX IKCMePMHbIX cucmem 0718 Peanu3ayuu UHGHOPMayuoHHo20 obecriedeHus U Mo0OepHKU NPpUHAMUA ynpasneHyeckux peweHud. Mepcnek-
musamu danbHeliwux uccnedosaHuli 8 IGHHOM HaMPaBAEHUU A8AAeMCA NPedNOHEeHHAA HaMU pa3pabomKka IKcrepmHol cucmemsl KaK UHCMpPYMeHMapus
cucmembl yrpaeneHus bu3Hec-npoyeccamu u nod0epxcku MPUHAMUA YrpasneHYeckux pewenull, @ makxe ucrnonb3osaHue makux IKCnepmHoix cucmem 0414
OUEHKU pUcKos cybbekmamu xo3aLlicmeosaHus, Ymo obecneyum um ahgpekmusHbili uHCmpymeHmapuli popMuposaHus BU3HeC-NAAHO8 044 Peanu3ayuu pas-
NIUYHBIX IPOU3BOOCMBEHHBIX U KOMMEPYECKUX MPOeKmos.
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owadays, IT plays an important, sometimes cru-

cial, role in all human activities, including busi-

ness. Thus, not only business risks but also IT
risks, as an integral part of them, should be taken into
consideration. When developing strategies and plans
aimed to minimize business risks, one should focus on
peculiarities of a certain business enterprise or business
process and the degree of impact of information tech-
nologies on them.

In view of the above, we argue that when managing
business risks, it should be understood that their main
source is IT risks.

Therefore, an important factor in improving the
level of information security is using mathematical meth-
ods and models in the preparation of decisions to assess
risks and their possible prevention. However, the use of
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these methods in solving various problems is often im-
possible due to their complexity. Thus, expert methods of
risk assessment have become more widespread.

Under the current instability of the economy, de-
veloping and creating an expert system for implementing
business planning processes based on the use of modern
information technologies will help conduct marketing
research for industry or service production, draft a finan-
cial plan, and provide risk management and assessment
effectively.

Problems related to business risk management
techniques and expert methods of their assessment were
analyzed in works of a number of Ukrainian and for-
eign scientists including R. Voronko [1], A. Pastoev [11],
K. Korotnev [12], A. Alekseev [15], A. Shorikov [18],
V. Krisevich [19], D. Rutkovskaya [20], and others.
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They highlight the importance of studying types
and categories of business risks as well as the impact of IT
risks in business, in particular, describe IT risk manage-
ment techniques and expert methods for assessing them.

Acknowledging the works of above mention scien-
tists, it should be noted that this problem has not been
currently solved, and the development of an expert sys-
tem as a tool for business process and decision support
management is a prospect for further research.

The aim of the article is to identify business risk
management techniques and the expert methods of their
assessment.

t is safe to assert that we live in a century where

technologies are determining the future. Anyone in-

volved in real-time business knows how important
technologies are to business. In the initial stages of devel-
opment, business was fully dependent on the workforce,
but with the development of technologies, business tries
to keep pace with them. For every business, technologies
are important for enhancing its efficiency and achieving
success. Since technologies have inherent importance in
business, business risks include IT risks.

Considering entrepreneurial risks, we can say that
there is no single view of risks and their correlation (or
identity) with business risks [1].

Business risk is a risk of inadequate profit or even
loss associated with uncertainty — increasing competi-
tion, customer preferences, strikes, changes in the gov-
ernment policy, etc. Business risk arises from competi-
tion, market conditions, assortment of goods, etc.

The two risks that lead to business risk are:

1. Internal risk, which arises within an organiza-
tion. These risks are manageable. They are caused by such
factors as strikes, work stoppages, factory accidents, em-
ployee negligence, machine malfunction, technological
obsolescence, damage of goods, fire outbreaks, etc.;

2. External risk, which arises from outside the com-
pany and, therefore, is not controllable. It can be caused
by fluctuations of prices, changes in customer tastes or
government norms, force majeure, etc. [2; 3].

Business risk

1

After considering and studying business processes,
the structure of business risks can be presented as follows
(Fig. 1) [4; 6].

IT risk is a threat to business data, critical systems,
and business processes. It is related to such aspects as
usage, ownership, operation, involvement of IT in an or-
ganization. IT risks can harm a company, decreasing its
value; they often result from incorrect process and event
management [7].

The investigation of IT risks makes it possible to di-
vide them into three categories (Fig. 2): 1) personnel risks
(these include managing access to resources, granting it
in strict accordance with the functions performed by the
employee and monitoring the use of resources; 2) risks
associated with failure or malfunction of the equipment;
2) risks of using illegal software [8].

As was already mentioned, IT risks are a source of
business risk and cover a number of important business
areas shown in Fig. 3 [7].

ny change in the information infrastructure has

a direct or indirect impact on all aspects of en-

terprise activity and, in fact, this complicates the
analysis of the IT implementation effectiveness since it
is very difficult to distinguish the impact of information
technologies on the functioning of a company as a sepa-
rate variable, and it is difficult to cover all areas of the im-
pact of the IT used [9].

Risk management strategy is the art of managing
enterprise activity under uncertainty, based on risk pre-
diction and risk mitigation techniques.

As for the risk management system, it consists of
two subsystems: the object of management and the sub-
ject of management (Fig. 4).

The object of management is the risk, risky invest-
ment and economic relations between entities in the pro-
cess of entrepreneurship.

The subject of management is a special group of
people that ensures purposeful operation of the manage-
ment object, using different techniques and methods of
managerial influence [10].

Financial risk |_|
[ [ [ |
Strategic Operational Compliance Reputational
risk rsk risk risk

Fig. 1. Types of business risks
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Source: developed by the author based on [8].

Risks
associated
Technological with using
o risks related illegal
to equipment software
Personnel failure
risks or malfunction

Fig. 2. Categories of business risks

Accessibility Productivity Security Responsibility
inability to access reduced productivity compromised business violation of laws
the IT systems due to delayed access data as a result and rules
required for business to the IT systems of unauthorized
operations access or use

Fig. 3. IT risks in business
Source: developed by the author based on [7].
Risk
management
system
I
I |
The subject The object
of management of management
[ |
I | | I |
Risk Decision Ven'Eure Relations
- Managers capital between
specialists makers . . -
investments business entities

Source: developed by the author based on [10].

For successful management of risky business situa-
tions, one should follow the basic principles of risk mana-
gement (Fig. 5) [10].

The most common IT risk management techniques
in the world are CRAMM, COBIT for Risk, FRAP, OC-
TAVE; they have both certain advantages and limitations
[11-13].

The CRAMM method (CCTA Risk Analysis and
Management Method) is based on information security
management standards and describes the correlation be-
tween vulnerable IT assets and the threats that may af-
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Fig. 4. Risk management subsystems

fect IT assets through these vulnerabilities. The process
of risk management according to the CRAMM method
consists of the following stages (Fig. 6) [5; 12-16].

The COBIT methodology, in implementing the
function and process of managing IT risks in an organi-
zation, singles out the following components that have
a significant impact on the risks and their management
(Fig. 7) [5; 12; 13].

The Facilitated Risk Analysis Process (FRAP) de-
scribes an approach to qualitative risk evaluation. The
purpose of the methodology is to identify, evaluate and
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¢ the amount of risk should not

e risk nust be justified;
¢ risk effect should be taken
into account

exceed the amount of the equity;

Principles
of risk management

Fig. 5. Basic principles of risk management

N
* Aseries of surveys is conducted during information security risk analysis
 Afull description of the area for further study is given, its boundaries are defined,
Initiation and the list of persons involved in risk analysis is compiled
J
N\
* The list of IT assets is made. According to the CRAMM method, IT assets can be as follows:
Identification data, software assets, physical assets
and valuation )
of IT assets
N
* The CRAMM method provides tables describing the correlation between vulnerable
IT assets and the threats that may affect IT assets through these vulnerabilities
Threatsand | ° This step is performed only for the most critical IT assets if a basic set of information
vulnerabilities security measures is insufficient )
assessment
N
* Therisk is calculated as follows: R (risk) = P (probability) x Z (losses)
« The probability of realization of risk is calculated as follows:
Risk P (probability) = D (threats) x U (vulnerability)
calculation J
N
* Based on the results of the risk analysis, CRAMM produces a set of countermeasures
to ensure information security
Risk * The areas of weakness or over-provision has been identified
management J

Fig. 6. CRAMM Stages

record the composition of information on risks security
for a pre-defined field of study.

curity, a project team is created; the results of the

brainstorming carried out by the project team dur-
ing the risk analysis and evaluation session are presented
in the Fig. 8 [12; 13; 16].

OCTAVE (Operationally Critical Threat, Asset,
and Vulnerability Evaluation) describes an approach to
qualitative risk assessment. The current version of this
framework is OCTAVE Allegro. This methodology is in-

For the analysis and evaluation of information se-

BIBHECIHOOPM Ne¢ 2 2020
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tended to formalize and optimize the evaluation of in-
formation security risks and provide the possibility for
obtaining the necessary for the organization results with
minimal time and resources.

According to OCTAVE Allegro, the IT risk man-
agement process consists of the following steps (Fig. 9)
[12; 13; 17]:

Some advantages and disadvantages of the de-
scribed methodologies are given in Thl. 1.

The approaches to risk management may vary, de-
pending on the methodology used for risk analysis and
management; all of them contain a detailed description
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) Principles, policies and procedures of the organization |

) Processes

) Organizational structure |

) Information

) Corporate culture, ethics and rules of behavior |

) People, their experience and competencies |

) IT services, IT infrastructure and applications |

Fig. 7. Main components of COBIT

The result of the brainstorming during the risk analysis and evaluation session

Vulnerabilit .
. Y Potential threats
of the analized o
: to confidentiality
objects

Probability of these
threats and losses
they cause to the

core activities

of the organization

Integrity
and accessibility

N
Profiling
of IT assets

4 N\
* Step1- . Step 2 -
Identifyication Development
of criteria

of IT asset profiles
Step 3 -
Identification

of the IT asset

Prioritization
\ Y, environment
N > ’

for measuring risks

Source: developed by the author based on [12; 13; 17].

of the instructions for the implementation of each of the
listed risk management stages as well as recommenda-
tions for choosing the best methodology, depending on
the specifics of the organization.

gral part of the functioning of any economic entity,
and a modern system for managing business process
is a tool required for its successful operation. A project
management system for an economic entity is a complex
IT system developed on the basis of a relevant economic
and mathematical model. The design and creation of an

In the modern economy, business planning is an inte-

300

Fig. 8. The result of the brainstorming during the risk analysis and evaluation session

( N\ ( Risk
.S identification
tep 4 - and treatment
Identification
of threat domains * Step 6 -
e Step5- Risk identification
Identification . SFeP 7-
of threat scenarios Risk analysis
e Step 8-
Choosing risk
management
approaches
Identification
\ of threats

J
\/& J

Fig. 9. The risk management process according to OCTAVE Allegro methodology

expert system for business planning can be a solution to
this problem.

We propose to use the results of research on arti-
ficial intelligence, namely the technology of developing
and creating expert systems to provide information and
decision support as methods of economic and math-
ematical modeling to optimize the management of busi-
ness planning processes.

Under the current economic instability, the deve-
lopment and creation of an expert system for the imple-
mentation of business planning processes, based on the
use of modern information technologies, can be an ef-
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Table 1

Advantages and disadvantages of risk management techniques

Technique Advantages Disadvantages
- a pure formalized description of the methodo-
logy that minimizes the possibility of errors in the . . . .
implementation of risk analysis and management | h!gh complemty of collecting raw dat.a,
CRAMM processes; - high consum'ptlon of resources and time to
- the availability of risk analysis automation tools implement IT risk analysis and management pro-
minimizes the time and effort spent on risk analy- cesses
sis and management activities
- relationship with the COBIT shared library; - involvement of a large number of stakeholders;
COBIT - repeatedly tested method; - lack of the ability to measure risks in monetary
- a clear formalized description of the methodology | terms
- simplicity and transparency of the process;
- lowest labor costs for performing risk analysis - absence of a well-regulated risk management
and assessment; process and detailed supporting materials, such as
FRAP - involvement of a small number of participants catalogs of threats, vulnerabilities, etc,;
ensures that communication costs within the - absence of a deep decomposition, detailed and
project team are minimized and results are coordi- | accurate risk assessment
nated with all stakeholders
- an iterative approach provides a gradual increase
OCTAVE in the risk analysis profundity; - lack of detailed supporting materials;
- low labor costs for performing risk analysis and - lack of ability to measure risks in monetary terms
assessment

fective toolkit to support an economic entity’s decision-
making when choosing a specific business project that
meets the set goals [18].

To formalize knowledge in expert systems, certain
rules should be used; these rules establish relationships
between data and facts to derive logical conclusions
(“cognitive results”) similar to those used by a person in
solving similar problems.

t should be noted that the main advantage of expert

systems designed to provide information and man-

agement decision-making support is the possibility
to carry out training and accumulate knowledge in the
system in the process of their operation, i.e. to accumu-
late formalized information, which is used in the follow-
ing processes of logical inference.

In general, an expert system used in business con-
sists of the database (data in different formats, structured
according to the architecture of the system), knowledge
base (the part of the system that contains facts and knowl-
edge from the relevant subject area, structured and for-
malized using various methods), output subsystem, prob-
lem solver (software implementation of the mechanism for
forming the results of solving sub-tasks and a certain task
as a whole, based on algorithms connected with the data-
base, including the initial data, and the knowledge base),
knowledge acquisition subsystem, explanation subsystem,
subsystem of training and intelligent user interface [19].

Fig. 10 shows the structure of an expert system for
business planning containing the main subsystems de-
scribed above.
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Such an expert system is an intelligent system for
providing information and decision support in business
planning that is intended for business entities in various
sectors of the economy.

xpert systems have been successfully used in

those areas where, in addition to the application

of standard algorithmic methods based on accu-
rate calculations, there is a need for specific analytical
experts’ knowledge and experience, and decision making
is formed under incomplete data and depends on qualita-
tive rather than quantitative estimates [20].

These subject areas include, first of all, the area of
financial activity analysis, where the effectiveness of the
made decisions depends on comparing many different
factors, accounting complex cause and effect relation-
ships, applying non-trivial logical considerations, etc.
Thus, many companies operating on the New York Stock
Exchange employ expert systems for making decisions in
many industries (Fig. 11).

The use of such expert systems by economic enti-
ties will allow them to have an effective toolkit for form-
ing business plans to implement various production and
commercial projects, taking into account business risks.

Widely used expert methods are the methods of ex-
pert evaluation that are conducted by a group of experts
under conditions of uncertainty or risk. Expert methods
can be divided into three subgroups [22], which are pre-
sented in Fig. 12.

The methods that are most commonly used in risk
management are the method for expert evaluation, rank-
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Fig. 10. Structure of an expert system for business planning

—| Exchange auctions
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—| Risk management

_I Builing loan and investment portfolio |

—| Complying bank rankings
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SYSTEMS APPLICATION
[

—| Audit automation

—| Forecasting changes in the financial market |

Fig. 11. Sectors of expert systems application

Source: developed by the author based on [21].
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Fig. 12. Classification of expert methods
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ing, the Delphi method, the paired comparison method
and scoring.

The method of expert evaluation usually implies
processing the opinions of experienced experts (qualified
professionals). That is, this method involves collecting
and studying estimates of probability of losses by differ-
ent specialists based on their own intuition, knowledge
and experience. These estimates are made with consider-
ation for all risk factors as well as statistics.

he implementation of the method of expert evalu-

ation is much more complicated if the number of

evaluation indicators is small. The basic require-
ments for expert analysis are presented in Fig. 13.

+ 50 - nothing certain can be said about the occur-
rence of the risk;

+ 75 - high risk probability;

+ 100 — the risk is certain to occur.

Expert estimates are analyzed for consistency ac-
cording to certain rules. First, the maximum permissible
difference between estimates of two experts on any fac-
tor should not exceed 50. Second, comparisons are made
in absolute values (no plus or minus sign is taken into
account). This eliminates unacceptable differences in ex-
perts’ estimates of the probability of a separate risk. If the
number of experts is three or more, then the estimates
are compared in pairs.

Creative

thinking

Assessment
of a large number
of identified
risks

Specialized
knowledge

in the subject
area

REQUIREMENTS
FOR EXPERT
ANALYSIS

Independence
from the
system

Access

to information

Fig. 13. Basic requirements for expert analysis

This method is often applied in developing modern
information security management systems as well as in
forecasting and long-term planning.

To provide conditions for improving quality and
effectiveness of expert evaluation, active and persistent
involvement of professionals at each stage (phase) of de-
cision-making is required.

The stage-by-stage risk assessment approach is
based primarily on identifying risks for each stage of the
project separately, and then the overall result across the
project is summarized [23].

Different methods are used to obtain the final re-
sult (expert assessments), the most common of them are
questionnaires and the methods of group expertise. That
is, each expert, working individually, is provided with a
list of primary risks based on questionnaires about all
stages of the project and is asked to evaluate the prob-
ability of the risks in accordance with the following rating
system:

+ 0 - the risk is considered insignificant;
+ 25 - low risk probability;
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sarule, two experts are chosen to assess the con-
sistency of the experts” opinions across the risk
set. The basic rule is the maximum divergence of
opinions of these experts (minimum cohesion). To calcu-
late the discrepancy, the absolute values of estimates are
summarized and the result is divided by the number of
simple risks. The result obtained should not exceed 25.
In case of any contradictions between the experts’
opinions (at least one of the above mention rules is not
fulfilled), they are discussed at the experts’ meeting. If
contradictions are absent, all the expert’s estimates are
reduced to the average value (arithmetic mean) and used
in the subsequent calculations.
There are other methods of expert risk assessment.
One of them is the ranking method. The algorithm of its
implementation is as follows.
At the first stage of information processing, all the
estimates should be arranged in descending order.
Next, the average value of all estimates is calculated
by the formula of the arithmetic mean.
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The obtained values are divided into four equal in-
tervals.

In case if evaluations of experts fall into extreme
intervals, these experts are asked to justify their opinions.
Other experts become familiar with their justification
(under complete confidentiality).

The following rounds of discussion take into ac-
count those factors that were accidentally lost by the ex-
perts in the first round of the survey. As a result, in the
second round, there is a less divergence of opinions.

Delphi method involves the rejection of direct
communication between experts in the research pro-
cess. Thus, the essence of this method lies in the indi-
vidual interviewing of all members of the group through
questionnaires in order to clarify their opinions based on
personal experience and knowledge about future hypo-
thetical events [24].

Risk scoring is a risk expertise based on a summa-
rizing indicator, which is determined using a number of
private indicators (factors) of the risk degree assessed by
experts. The following steps are expected:

+ selection of the factors directly affecting the risk
degree of the project;

+ outlining a generalized criterion and individual
indicators characterizing each factor;

+ assessment of this criterion in terms of risk dee
gree;

+ development of risk management recommendaa
tions.

bviously, the high quality of expertise is achieved
in the case of high consistency of experts’ opin-
ions of several factors. However, when using any
method of expert evaluation, there is a problem associ-
ated with inaccuracy of the results obtained due to such
factors as: poor choice of specialists, dominance of opin-
ion (usually that of “authoritative leader”), etc. Therefore,
it is necessary to carry out an expertise on the reliability
of the obtained estimates.
One of evaluation indicators is Kendall’s coefficient
of concordance (rank correlation coefficient), which is
calculated as follows:

128
m* (n3 —n) ’

where m — is the number of experts in the group;

n — is the number of factors studied,;

S — is the sum of squared rank differences (devia-
tions from the mean value).

The results of the analysis are within the following
limits:

+ W<0.2-0.4 - concordance among the experts is

(1)

low;

+ W > 0.6-08 — concordance among the experts is
high;

+ W =1 - the opinions of all experts are concor-
dant.

304

Thus, it can be concluded that expert evaluation of
risks is a very effective and simple method for analyzing
occurrence of adverse events, especially in the area of in-
formation security management systems. Moreover, due
to its simple organization, this method allows to cover a
wide range of investigated factors.

However, due to the exceptional subjectivity of ex-
perts’ responses, it is necessary to adhere to certain rules
in conducting the expertise as well as to analyze the de-
gree of concordance of experts’ opinions in order to iden-
tify the quality of this expertise.

CONCLUSIONS

Consequently, considering IT risks in business pro-
cesses, we can argue that IT risks are the main source of
business risks since the basic processes of an enterprise
are performed using information technologies. Minimi-
zation of the risks and assurance of maximum informa-
tion security demands IT risk management based on the
enterprise’s specifics.

In the research, techniques of IT risks management
were described. We took a closer look at CRAMM, CO-
BIT, FRAP and OCTAVE techniques, which are widely
used by government and business organizations all
around the world. The studied techniques have both ad-
vantages and disadvantages for managing risk and do not
provide solution for eliminating the consequences of the
risks that were not minimized or prevented.

The article suggests the application of expert sys-
tems in solving problems of risk evaluation that are dif-
ficult for a human expert. In most cases, expert systems
are effective for tasks that are difficult to formalize or do
not have an algorithmic solution.

Therefore, we can conclude that when developing
an expert system, information support and optimization
of business planning processes are implemented. In turn,
the use of such expert systems for assessing risks by eco-
nomic entities will allow them to have effective tools to
form business plans for the implementation of various
production and commercial projects. n
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