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Mshvidobadze T. I., Osadze L. T. Success Determinants of Mobile Payments and Security Issues
An important fact related to mobile payments is that adopters have already reached the majority group in more than 47 countries. This paper seeks to identify
the main success determinants of firms operating in the segment, looking for relevant characteristics of organizations that are successful in this competitive
arena. The research results suggest that companies with organic and flexible structures, open communication qualities, and decentralized decision processes
increase their chances of success. Furthermore, the results also show that, given non-impeditive regulations, critical mass and the provision of different services
other than the payment choice should be considered by firms operating in the mobile payment segment. Payment systems that allow people to pay using their
mobile phones are promised to reduce transaction fees, increase convenience, and enhance payment security. New mobile payment systems also are likely to
make it easier for businesses to identify consumers, to collect more information about consumers, and to share more information about consumers’ purchases
among more businesses. The overall result indicates that organizational resources and management subsystems are relevant to the success of mobile payment
enterprises, which usually run as platforms. The paper describes emerging technologies that can benefit mobile payments in terms of usability and security of
mobile payments. Despite the convenience, users are wary of potential vulnerabilities, such as data breaches and fraud. As a result, there is an ongoing effort to
enhance security measures, including biometric authentication and advanced encryption technologies, to reassure users and safeguard transactions.
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Muweidobadse T. ., Ocadze /1. T. fJlemepminanmu ycnixy mobinbHux naamesie i npobaemu 6e3neku
Baxiusum hakmom, nos’a3aHum i3 mobineHuMU naamexcamu, € me, wo 8 noHad 47 Kpaikax kopucmysaui exce docazau 2pynu binewocmi. ¥ yili cmammi
00CAiOHYEMbCA BUHAYEHHA OCHOBHUX YUHHUKIG YCrixy KoMaHil, AKI npaytorme y 4boMy ceameHmi, 3 Memoro BUABAEHHA XAPAKMePHUX puc op2aHi3ayjl,
wo docsearoms ycrixy 8 yiti KoHKypeHmHili chepi. Peayasmamu 0ocaioreHHs ceid4ame, Wo KOMNAHII 3 0p2aHIYHO MA 2HYYKOK CMPYKMYPOL, BIOKPUMUMU
KaHAAamMu KomyHikauii ma deyeHmpani3osaHumu npoyecamu npuliHAmma piweHs marome Binbwi waHcu Ha ycnix. Kpim moeo, pesynbmamu nokasytome,
Wo 3a 8idcymHocmi 0bMexcy8anbHux pezynayili KpumuyHa maca Kopucmyeayie i HaOaHHA 000aMKOBUX MOCAYe, OKPIM GyHKYiT onaamu, Maoms 8paxosyea-
muca KOMNaHIAMU, AKI NPayomb y ceameHmi mobineHux naamexcie. Cucmemu naamexis, wjo 00380a5t0me MOAM 30ilicHosamu onaamy 3a 00NOMO20t0
MObBinbHUX meneoHis, 0BiyAMb 3HU3UMU BUMPAMU HA MPAH3aKYii, nidsuwumu 3py4YHicme i noainwumu 6e3neky naamexis. Hosi cucmemu mobinbHux
naamexie, iMosipHO, Makox cripocmams ideHmudikayito crioxcusavig 07 bisHecy, cnpusmumyms 360py binbwoi Kinekocmi iHopmauii npo croxcusayvie i
PO3WUPAMb MOXAUBOCMI 0OMIHY IHPOPMAYiErD MPO MOKYMKU CIOMUBAYIE MiX PI3HUMU KOMNAHIAMU. 3020a10M, pe3ynsmamu c8idyams, Wo op2aHi3ayiliHi
pecypcu ma ynpasniHceKi nidcucmemu € saxciusumu 05 ycnixy nionpuemcms y cepi MobineHux naameis, AKi 3a3suvali npayroome y opmami naam-
thopm. ¥ cmammi onucyromeca HOBIMHI MexHo0zii, AKi MOXymMb noainwumMu MobinbHi Naamexci 8 acnekmax 3py4HOCMi 8UKopucmaHHa ma besnexu. [onpu
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obile payments have become integral to
M global finance, transforming how consum-

ers and businesses handle transactions.
This digital payment method leverages mobile de-
vices, smartphones and tablets, to enable transactions
through various applications and platforms.

Mobile payment technology innovations around
the globe have different characteristics and attributes,
strengthening the argument for the nonexistence of
a single theory to explain the phenomenon. This ap-
proach can be associated with authors such as Law-
rence and Lorsch [1], and Drazin and Van de Vem [2],
who suggest that there is no particular way to manage
organizations towards innovation without consider-
ing the possibility of different market structures or
environments. Similarly, Liu, Kaufmann, and Ma’s [3]
technology ecosystem and path of influence perspec-
tive considered as important forces that explain the
evolution of mobile payments not only the supply-side
drivers for innovation but market-side competition,
cooperation, and regulation among stakeholders in fi-
nancial services.

Mobile payments have grown vigorously in the
past ten years. In 2017, above 16% of the population
in 42 nations were using cell phones and other mo-
bile devices to pay school fees and service bills, make
domestic transfers, and receive wages [4]. This per-
centage is a milestone in Rogers’ diffusion model [5],
suggesting that mobile payments have reached early
majority adopters, going beyond its infancy with early
adopters.

Amongst the nations that are frontrunners on
the use of cell phones or other mobile devices as a pay-
ment instrument, Kenya, China, and Brazil stand out,
together with the Nordic countries where smartphone
ownership is close to 100% [6]. The success of Kenya in
mobile payments comes from M-Pesa, a service creat-
ed by the telecommunication company Vodafone and
launched in 2007 by its associate Safaricom. In 2017,
M-Pesa had already consolidated itself with annual
transactions equivalent to 50% of the country's GDP,
being used by more than three-fourths of the Kenyan
population [7].

Technological advancements and changing con-
sumer behaviors have driven the widespread adoption
of mobile payments. In 2023, the global mobile pay-
ment market was valued at US$67.5 bn and is project-
ed to reach US$587.52 bn by 2030, reflecting a com-
pound annual growth rate (CAGR) of 36.2%. The rise
in mobile payment usage has been propelled by the
widespread availability of NFC-enabled smartphones
and robust internet connectivity, which have made
these services accessible to a broader audience.

Despite the evolution of the literature related to
payment innovations, only a small part of it has fo-
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cused on the use of mobile payments in retail trans-
actions from an organizational point of view. The
most common strand investigates individual behavior
and attitudes towards a specific aspect of mobile de-
vices, using Davis’s [8] Technology Acceptance Model
(TAM) or latter advancement approaches.

Generally, the results suggest that social influence
is a determinant of the intention to use or recommend
mobile payment systems, along with the perceived rela-
tive advantage of the cell phone and its ease of use.

Accordingly, this paper seeks to identify and dis-
cuss on determinants of innovative firms in the mobile
payments segment. Based on a literature review, the
prominent cases of Alipay, M-Pesa, and Nubank, and
the opinions of specialists, this study selected and ana-
lysed the major forces contributing to the expansion
of mobile payment initiatives, suggesting a strategic
focus to managers and practitioners.

their mobile phones are promised to reduce

transaction fees, increase convenience, and
enhance payment security. New mobile payment sys-
tems also are likely to make it easier for businesses to
identify consumers, to collect more information about
consumers, and to share more information about con-
sumers’ purchases among more businesses.

Mobile payment technologies could bring many
benefits to consumers and merchants. Mobile pay-
ment systems could act as a digital wallet, storing cou-
pons and loyalty information. These systems may even
be able to “find” and offer coupons to the consumer
(Fig. I).

Because of the growing storage and computing
capacity of mobile phones, they could also become
repositories for our purchases. Mobile payment tech-
nologies could help customers keep purchase records,
and could address the problem of lost receipts and
rejected returns. There is also the potential for better
payment security. In most credit card transactions,
consumers use the same number over and over again
to effectuate charges, without a Personal Identification
Number (PIN). Neither consumers nor companies
can possibly ensure that the array of individuals who
handle credit card numbers keep them securely. Mo-
bile payment technologies could leverage information
about the consumer, location information, security
features on the device, and one-time account identifi-
ers to more effectively verify buyers’ identifies, thereby
achieving more secure transactions. Properly imple-
mented, such advances could reduce the harm created
by stolen credit card numbers and make it more dif-
ficult to engage in in-person credit card fraud. In a
best-case-scenario adoption, mobile payment systems
will reduce the overall cost of transactions [9].

Payment systems that allow people to pay using
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Source: State of the Art: Secure Mobile Payment.

According to Karnouskos [10], “any payment
where a mobile device is used in order to initiate, ac-
tivate, and/or confirm this payment can be considered
a mobile payment” This concept comprises payment
services offered online or offline, representing a digi-
tal financial transaction. An important feature of this
concept is that mobile payments can be performed
both to settle transactions in electronic commerce,
mobile commerce, and physical stores, as long as they
are carried out with mobile devices.

Koenig-Lewis, Marquet, Palmer, and Zhao [11]
gave a similar interpretation to the concept of mobile
payment, excluding from its scope mobile banking and
other mobile services such as mobile ordering and mo-
bile delivery.

obile payment growth is limited within geo-

graphic domains, being dependent on the

sociodemographic characteristics of the
population, infrastructure, and regulation direction
given by authorities.

Based on Diffusion of Innovation (DOI) Theory,
Wang [12] explored the effects of customer-perceived
utilitarian and hedonic value on the use of mobile pay-
ment, finding that complexity — which has been de-
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Fig. 1. Mobile payment security technology framework

fined as the degree an innovation is seen as difficult to
realize or operate — had a negative influence on mobile
payment continuance intention.

Higher level of alliance among companies is a
necessary condition for the success of initiatives in
the mobile payment arena. An open management ap-
proach indicates the degree of cooperation between
different organizations in the industry as an important
element [13]. The theme seems more fascinating when
applied to the actors involved in the mobile payment
industry, which forms a large and varied ecosystem.
Kaufmann, Liu, and Ma [14], for example, endorsed the
market-side competition driver for innovation in mo-
bile payments, emphasizing that cooperation among
stakeholders in financial services is an important force
that explains the evolution of mobile payments.

Associated with the degree of cooperation
among stakeholders in a specific market is the degree
of competition, which is frequently cited in studies
about innovation. Confronting the conventional wis-
dom that competitive markets are more innovative,
Aghion, Bloom, Blundell, Griffith, and Howitt [15]
advocated for an inverted U-shaped curve represent-
ing the relationship between innovative activity and
the degree of competition. Focussed on instantaneous

BISBHECIHOOPM N2 9_2024

www.business-inform.net




payment instruments, Hartmann, Hernandez, Plooij,
and Vandeweyer [16] stated that this relationship is
unclear. Accordingly, the exploratory nature of this
study can lead to other perceptions about the theme.

Along with being a new product or service, mo-
bile payment instruments are often considered busi-
ness model innovations, mainly because of their net-
work nature and the complexity of a platform opera-
tion [17].

he future of mobile payments is poised to be

shaped by advancements in technology, shifts

in consumer behavior, regulatory changes and
the ongoing evolution of the global financial ecosys-
tem. Several emerging trends promise to redefine the
landscape of mobile payments, driving greater conve-
nience, security and integration across various aspects
of daily life.

Research from Worldpay revealed that by 2027,
digital wallets are expected to comprise half of all e-
commerce spend in the UK.

The total number of digital wallet users will ex-
ceed 5.2 billion globally by 2026. Businesses are dis-
covering the capabilities of digital cards and wallets
to enable loyalty and reward functions in real-time
alongside payments. Al will enhance these capabilities,
creating potential for brands to build Predictive Credit
Cards' that tailor credit limits and rewards based on
consumer behavior.

According to new research from Lloyds Bank
and FreedomPay, 80% of companies said they use pay-
ments data to learn more about their customers and
tailor their services and products to them.

Loyalty program linked to digital wallets provide
companies with data that can be used to create unique
offers that match the customer’s shopping habits, de-
veloping customer loyalty.

As mobile payments and digital wallets continue
to transform how we pay, collecting consumer data
will continue to become easier, helping companies to
personalize their customer experiences.

Companies need to invest in the latest payment
technologies to ensure that customers are offered their
preferred method of payment in a frictionless manner.
The Lloyds Bank and FreedomPay research found that
57% of UK Retail, Food & Beverage, and Hospitality
companies recognize that a poor payment experience
could push customers towards competitors.

Security remains a critical concern in the mobile
payment space. Despite the convenience, users are
wary of potential vulnerabilities, such as data breaches
and fraud. As a result, there is an ongoing effort to en-
hance security measures, including biometric authen-
tication and advanced encryption technologies, to re-
assure users and safeguard transactions.
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Mobile devices are increasingly targeted by mal-
ware, which can steal sensitive information like credit
card numbers and passwords. Malware can be distrib-
uted through malicious links, email attachments or
even apps from untrusted sources.

Banking malware targets Android users due to
its open-source operating system. Businesses are also
encouraged to implement mobile device management
(MDM) solutions to detect and remove malicious ap-
plications.

Phishing remains a prevalent threat, where
fraudsters trick users into divulging personal informa-
tion through fake emails or text messages. Using pub-
lic Wi-Fi for mobile payments can also expose users to
risks, as these networks are often unsecured.

Hackers can intercept data transmitted over
public Wi-Fi, including payment information. It is rec-
ommended to use a virtual private network (VPN) to
encrypt data when using public Wi-Fi, or avoid mak-
ing payments over these networks altogether.

Data breaches can occur when cybercriminals
exploit vulnerabilities in mobile payment systems to
access sensitive information. Tokenization and en-
cryption are crucial technologies that protect mobile
payment data by replacing sensitive information with
secure tokens and encrypting data during transmis-
sion. Despite these measures, breaches still pose a sig-
nificant risk.

Lost or stolen devices can lead to unauthorized
access to mobile wallets and payment apps. Imple-
menting two-factor authentication (2FA) and biomet-
ric security features like fingerprint or facial recogni-
tion can improve security.

Additionally, users should ensure their devices
are up-to-date with the latest security patches to pre-
vent exploitation of known vulnerabilities.

Identity validation methods like one-time pass-
codes or two-factor authentication can also be inte-
grated to ensure the correct customer completes the
transaction.

o more fully understand the new privacy issues

in mobile payments, it is necessary to look at

the information flows of standard credit card
transactions. In a typical credit card transaction, all
parties to the transaction get an incomplete view of
the sale. The merchant collects information about
what the consumer bought (Stock Keeping Unit (SKU)
information, known as “Level 3” data) and the name
of the consumer. In most cases, this Level 3 data is not
transferred to any other participant in the transaction.
Despite knowing what the consumer actually bought,
merchants are practically limited in using that infor-
mation, because they often cannot uniquely identify
their customers. Names are not unique, and thus mer-
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chants cannot use credit card swipes alone to create
a reliable consumer database, with individuals tied to
their Level 3 purchase histories. This is one reason why
many merchants use loyalty cards. Loyalty cards allow
the merchant to uniquely identify the consumer even
where she uses different methods of payment [18]. The
payment network (including, for instance, Visa, Mas-
terCard, and American Express) receives very little
information from the transaction. The payment net-
work itself may only receive the account number, the
amount of the charge, and the merchant’s identity.

The banks involved (the merchant’s and con-
sumer’s banks), typically only receive similar infor-
mation to the payment networks: the total amount of
the purchase, where the purchase was made, and the
consumer’s unique identity (in case of the consumer’s
bank). Airline and hotel reservations are a common
exception to this limited information transfer. In many
cases, reservation information is transferred back to
the consumer’s bank and appears on her bill.

ew mobile payment systems may disrupt these

arrangements by enabling merchants to col-

lect personally-identifiable contact informa-
tion from consumers, and by transferring Level 3 data
to payment networks. With these capabilities, all of
the service providers in the payments ecosystem —
merchants, payment networks, and the banks involved
in the transactions — could develop much more com-
prehensive and detailed dossiers about consumer pur-
chase behavior than they typically have today. The ca-
pabilities of new payment systems will, for example,
make it easier for merchants to build customer data-
bases without resorting to loyalty cards. This possible
shift has profound consequences for consumer privacy
and the relationship consumers have with payment
providers and merchants.

The need for loyalty cards will be eliminated, but
so too could the ability of individuals to avoid profil-
ing. Many consumers have long been uncomfortable
with information collection surrounding their pur-
chases. Such information collection could cause em-
barrassment, lead consumers to avoid buying certain
items, or possibly contribute to systems that institute
widespread service and price discrimination.

Beyond merchants, the payment network itself
could also receive more information. Some of the
companies most likely to be successful in mobile pay-
ments have designed their systems to collect Level 3
data about consumers’ purchases (for example, PayPal,
Google Checkout, and Facebook Credits appear to
work this way) [19].

Under existing privacy rules, these entities could
share this information with third parties — for ex-
ample, advertisers — without the affirmative consent
of the consumer. They could also use it for their own

402

marketing, research, or other purposes. For instance,
social network services with payment systems could
add transaction histories to their already rich databas-
es of behavioral information. Thus, a move to mobile
payments could carry with it a move to a profoundly
different relationship between customers and payment
system service providers than has existed in the past.
Further, there is no guarantee that this shift would be
apparent to consumers using mobile payments sys-
tems to complete sales transactions.

CONCLUSIONS

We have discussed the factors that are important
determinants of firms in the mobile payments space. We
describe notable cases and opinions of experts in the
payment market, including mobile payment initiatives.

Digital wallets not only make for quick, contact-
less payments but also provide businesses with a route
to ethically collect customer data to personalize their
customers' payment experiences.

The total number of digital wallet users will ex-
ceed 5.2 billion globally by 2026. Businesses are dis-
covering the capabilities of digital cards and wallets to
enable loyalty and reward functions in real-time along-
side payments. Al will enhance these capabilities, cre-
ating potential for brands to build Predictive Credit
Cards' that tailor credit limits and rewards based on
consumer behavior.

Mobile payments are the application of mobile
commerce. A mobile payment also acts as an impor-
tant financial application and is attracting wide atten-
tion from researchers, developers, bankers, merchan-
disers and clients. However, it has not yet become a
mainstream approach for making payments. Non-se-
cured mobile payments are simply not acceptable.

Finally, the study suggests the necessity of mobile
payment firms to focus on strength their organic char-
acteristics and flexible structures, applying an open
and participative management and avoiding excessive
centralization of decisions. In this regard, large com-
panies trying to enter the mobile payment segment
should take a spin-off as a serious option to refrain
from single control which diminishes the chance to
propose disruptive innovations.

These systems provide security at transaction,
network level and application level. The Payment Sys-
tems developed should provide the security at each
and every level to improve the customer satisfaction as
well as value chain of an organization. u
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